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WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 
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DETAILED ACTION 



Response to Arguments 



1. 



The rejection of claims 1-20 under 35 U.S.C. 112, first paragraph is overcome by Applicant's 



Amendment. 



2. 



The rejection of claim 14 under 35 U.S.C. 112, second paragraph for purposes of antecedent 



basis is overcome. 

3. The rejection of claims 1, 2, 8, 9, 10, 14, 16, 18 and 19 under 35 U.S.C. 112, second paragraph is 
maintained. The temn "periodic" is an indefinite temn, and one of ordinary skill in the art would suffer the 
burden of undue experimentation in attempting to implement Applicant's invention based on this claimed 
temn. 

4. Applicant's argument concerning the Vaid reference is not persuasive. Applicant submitted Vaid 
failed to disclose a comparison mechanism for comparing a value of said weighted traffic flow per usage 
[with a remainder value of said specific quantity of communications traffic Vaid, column 1 0, lines 29-30 
dealt with "capacity planning", which would have taken into account a remainder value of said specific 
quantity of communications traffic, Vaid presented the comparison of traffic flows and their usage. Vaid, 
column 10, lines 20-23 stated Vaid "compares websites or compares groups of users for usage of 
bandwidth and frequency of usage." Vaid monitored traffic flows, and obtained a "detailed analysis of 

-^ows and traffic behavior with/without policy enforcement." Column 10, lines 31-32. Vaid had a "control 
device which provides bandwidth enforcement to ensure that the more important traffic gets through to 
the network." Column 10, lines 3-5. Traffic was monitored and controlled over a variety of time 
frequencies. Column 10, lines 35-41. The use of "capacity planning for network resources" when dealing 
.with a "detailed analysis of [traffic] flows and traffic behavior" in a tool that "compares... usage of 



bandwidth" and "provides bandwidth enforcement to ensure that the more important traffic gets through to 
the network" is clearly and expressly a comparison mechanism for comparing a value of said weighted 
traffic flow per usage with a remainder value of said specific quantity of communications traffic. 
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Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1, 2, 8, 9, 10, 14, 16, 18, and 19 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

7. The temns "time period" and "periodic" in claims 1, 2, 8, 9, 10, 16, 18, and 19 are relative temris 
which renders the claims indefinite. These time identifiers are not defined by the claims, the specification 
jdoes not provide a standard for ascertaining the requisite degree, and one of ordinary skill in the art 
would not be reasonably apprised of the scope of the invention. 

Claim Rejections - 35 USC §102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for 
'the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

9. Claims 1-2, 6-7, 9-10, 14-15, and 17 are rejected under 35 U.S.C. 102(a) as being anticipated by 
;Vaid et al. (U.S. Patent No. 6,137,777). 

10. In regard to claim 1 , Vaid disclosed a digital processor operable on a periodic basis to calculate a 
weighted traffic flow per usage for a given network element, said digital processor further including, a 
comparison mechanism for comparing a value of said weighted traffic flow per usage with a remainder 
value of said specific quantity of communications traffic, wherein an indication is given by said network 

"^element if said remainder value is less than said weighted traffic flow. Vaid perfomried incoming and 
outgoing management of infomnation over a computer network. The flows were controlled by time and 
other values, [column 9, lines 20-29] Time periods for monitoring the importance of traffic [value of said 
weighted traffic flow per usage] were used to detect problems and compare bandwidth usage over a 
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particular segment of the network by a particular group of users based upon frequency of usage, [column 
9, line 57 - column 10, line 41] 

11. In regard to claim 2, Vaid is applied as in claim 1. Vaid further disclosed said digital processor 
waits until beginning another time period to calculate another value of said weighted traffic ffow per usage 
to be compared with an updated remainder value. In column 9, line 57 - column 1 0, line 41 , Vaid 
disclosed comparing values of traffic based upon frequency of usage over various periods of time. 

12. In regard to claim 6, Vaid is applied as in claim 1 . Vaid further disclosed said apparatus is used 
in connection with a communications traffic monitoring application to identify randomly occurring traffic 
patterns, Vaid detected traffic bursts [column 10, lines 1-5] which is a randomly occurring traffic pattern. 
*13. In regard to claim 7, Vaid is applied as in claim 1. Vaid further disclosed said apparatus is used 
in connection with a communications network management application to monitor usage of network 
components. Column 8, line 66 - column 9, line 56 disclosed network management using the control of 
traffic flows and monitoring network perfomnance. 

14. In regard to claim 9, Vaid disclosed calculating on a periodic basis a weighted traffic flow per 
"".usage for a given network element; [column 9, line 57 - column 1 0, line 41] comparing a value of said 
weighted traffic flow per usage with a remainder value of said specific quantity of communications traffic; 
[column 9, line 62-66; column 10, lines 16-23] and giving an indication from said network element if said 
remainder value is less than said weighted traffic ffow. Network flows were monitored and alarms and 
reports were produced, [column 9, lines 20-29] 

15. In regard to claim 10, Vaid is applied as in claim 9. Vaid further disclosed waiting until beginning 
another time period to calculate another value of said weighted traffic ffow per usage to be compared with 
an updated remainder value. In column 9, line 57 - column 10, line 41, Vaid disclosed comparing values 
of traffic based upon frequency of usage over various periods of time, 

*^16. In regard to claim 14, Vaid is applied as in claim 9. Vaid further disclosed said method is used in 
connection with a communications traffic monitoring application to identify randomly occurring traffic 
patterns, Vaid detected traffic bursts [column 10, lines 1-5] which is a randomly occurring traffic pattern. 
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^17. In regard to claim 15, Vaid Is applied as in claim 9. Vald further disclosed said method is used in 
connection witti a communications networl< management application to monitor usage of network 
components. Column 8, line 66 - column 9, line 56 disclosed network management using the control of 
traffic flows and monitoring network perfomriance. 

18. In regard to claim 17, Vaid is applied as in claim 9. Vaid further disclosed at least a portion of 
''said communications traffic flows between network elements over tlie public Internet, [column 6, lines 21 - 
38; figure 1] 



Claim Rejections - 35 (JSC § 103 

,19. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

j20. Claims 3-5, 11-13, 18, and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Vaid in view of Kent et al. (RFC 2401: Security Architecture for the Internet Protocol, November 1998). 

21 . In regard to claim 3, Vaid is applied as in claim 1. Vaid failed to disclose the association of a 

quantity of traffic with a security association between network elements. Vaid did disclose monitoring the 

traffic between network elements. Vaid disclosed in column 2, lines 39-46 that a preferred embodiment of 

<^he invention involved security management with a firewall. RFC 2401 in section 2.2 disclosed that IPSec 

was a part of an overall system security architecture. IPSec provided "limited traffic flow confidentiality" 

(3.1). A Security Association was a fundamental concept to IPSec. (4,4.1). A security association 

provided a Security Policy Database which specified certain "minimum management functionality". (4.4.1) 

Since IPSec was a part of an overall security architecture, and provided a database which specified 

"minimum management functionality" {quantity value) and Vaid provided traffic management for a security 

device such as a firewall, it would have been obvious to one of ordinary skill in the art at the time of the 
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invention to combine the teachings of RFC 2401 with the Vaid invention to allow for increased security by 
•the use of IPSec with a traffic management system. 

22. In regard to claim 4, Vaid in view of Kent is applied as in claim 3. Kent further disclosed said 
indication given from said network elements prompts renegotiation of another SA. In section 4.4.3, Kent 
disclosed the refreshing of an expired SA based upon a "warning" to initiate action such as setting up a 
replacement SA. (page 22 of RFC; page 20 of printout) 

23. In regard to claim 5, Vaid in view of Kent is applied as in claim 3. As shown previously in the 
rejection of claim 3, the combination of Vaid in view of Kent utilized a security association based upon the 
I Psec standard. 

24. In regard to claim 1 1 , Vaid is applied as in claim 9. Vaid failed to disclose the association of a 
jquantity of traffic with a security association between network elements. Vaid did disclose monitoring the 
traffic between network elements. Vaid disclosed in column 2, lines 39-46 that a preferred embodiment of 
the invention involved security management with a firewall. RFC 2401 in section 2.2 disclosed that IPSec 
was a part of an overall system security architecture. IPSec provided limited traffic flow confidentiality" 
(3.1). A Security Association was a fundamental concept to IPSec. (4,4.1). A security association 

"^provided a Security Policy Database which specified certain "minimum management functionality". (4.4.1) 
Since IPSec was a part of an overall security architecture, and provided a database which specified 
"minimum management functionality" {quantity value) and Vaid provided traffic management for a security 
device such as a firewall, it would have been obvious to one of ordinary skill in the art at the time of the 
invention to combine the teachings of RFC 2401 with the Vaid invention to allow for increased security by 
the use of IPSec with a traffic management system. 

25. In regard to claim 12, Vaid in view of Kent is applied as in claim 1 1 . Kent further disclosed said 
indication given from said network elements prompts renegotiation of another SA. In section 4.4.3, Kent 
disclosed the refreshing of an expired SA based upon a "warning" to initiate action such as setting up a 
/epiacement SA. (page 22 of RFC; page 20 of printout) 
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26. In regard to claim 1 3, Vaid in view of Kent is applied as in claim 1 1 . As shown previously in the 
rejection of claim 1 1 , the combination of Vaid in view of Kent utilized a security association based upon 
the IPSec standard. 

27. In regard to claim 18, Vaid disclosed perfonned incoming and outgoing management of 

infomnation over a computer network. The flows were controlled by time and other values, [column 9, 

lines 20-29] Time periods for monitoring the importance of traffic [value of said weighted traffic flow per 

[usage] were used to detect problems and compare bandwidth usage over a particular segment of the 

network by a particular group of users based upon frequency of usage, [column 9, line 57 - column 1 0, 

line 41] Vaid failed to disclose the association of a quantity of traffic with a security association between 

network elements. Vaid did disclose monitoring the traffic between network elements. Vaid disclosed in 

column 2, lines 39-46 that a preferred embodiment of the invention involved security management with a 

•firewall. RFC 2401 in section 2.2 disclosed that IPSec was a part of an overall system security 

architecture. IPSec provided "limited traffic flow confidentiality" (3.1). A Security Association was a 

fundamental concept to IPSec. (4, 4.1). A security association provided a Security Policy Database 

which specified certain "minimum management functionality". (4.4.1) Kent further disclosed said 

indicatior) given from said network elements prompts renegotiation of another SA. In section 4.4.3, Kent 
*• 

disclosed the refreshing of an expired SA based upon a "warning" to initiate action such as setting up a 
replacement SA. (page 22 of RFC; page 20 of printout) Since IPSec was a part of an overall security 
architecture, and provided a database which specified "minimum management functionality" {quantity 
value) and Vaid provided traffic management for a security device such as a firewall, it would have been 
pbvious to one of ordinary skill in the art at the time of the invention to combine the teachings of RFC 
2401 with the Vaid invention to allow for increased security by the use of IPSec with a traffic management 
system. 

28. In regard to claim 20, Vaid in view of Kent is applied as in claim 18. As shown previously in the 
rejection of claim 18, the combination of Vaid in view of Kent utilized a security association based upon 

*\he IPSec standard. 
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Allowable Subject Matter 

29. Claims 8, 16, and 19 are objected to as being dependent upon a rejected base claim, but would 
""be allowable if rewritten in independent form including all of the limitations of the base claim and any 
intervening claims. 

30. The following is a statement of reasons for the indication of allowable subject matter: The 
equation listed by applicant involving the multiplication of the average use of a network element per 
period multiplied by the average communications traffic quantity per use is distinguished over the prior 
art. 



Conclusion 



31. 


The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 
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46. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as set forth 
in 37 CFR 1.136(a). 

j A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 
the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date 
of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on the date the advisory action 
is mailed, and any extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
•the advisory action. In no event, however, will the statutory period for reply expire later than SIX 
MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Jeffrey R. Swearingen whose telephone number is (571) 272-3921 . The examiner can 
normally be reached on M-F 8:30-5:00. 



If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Jason Cardone can be reached on 571-272-3933. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
jlnformation Retrieval (PAIR) system. Status infomnation for published applications may be obtained from 
either Private PAIR or Public PAIR. Status infomnation for unpublished applications is available through 
Private PAIR only. For more infomnation about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-21 7-9197 (toll-free). ^ 




Jas^m Cardone 
Supervisory Patent Examiner 
Art Unit 2145 



